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Abstract—

O

rganizations needed a way to unify authentication systems in the enterprise for easier management and better
security. Single-sign-on was widely adopted and provided a solution for keeping one repository of usernames
and passwords that could be used transparently across several internal applications. After analyzing various
issues regarding authentication of user’s in federated systems we have tried to find out the benefits of using OpenID
and SAML as authentication protocols in cloud computing. The focus of the thesis is on the simulation study of the
authentication protocols SAML and OpenID in Cloudsim using NetBeans. The performance evaluation has been
done based on RAM usage and execution time by introducing the concept of Global Broker.
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I. INTRODUCTION
Federated identity management (FIdM) [2] amounts to having a common set of policies, practices and protocols in
place to manage the identity and trust into IT users and devices across organizations. Single sign-on (SSO) systems allow
a single user authentication process across multiple IT systems or even organizations. SSO is a subset of federated
identity management, as it relates only to authentication and technical interoperability. Centralized identity management
solutions were created to help deal with user and data security where the user and the systems they accessed were within
the same network – or at least the same "domain of control". Increasingly however, users are accessing external systems
which are fundamentally outside their domain of control, and external users are accessing internal systems. The
increasingly common separation of user from the systems requiring access is an inevitable by-product of the
decentralization brought about by the integration of the Internet into every aspect of both personal and business life.
Evolving identity management challenges, and especially the challenges associated with cross-company, cross-domain
access, have given rise to a new approach to identity management, known now as "federated identity management".
FIdM, or the "federation" of identity, describes the technologies, standards and use-cases which serve to enable the
portability of identity information across otherwise autonomous security domains. The ultimate goal of identity
federation is to enable users of one domain to securely access data or systems of another domain seamlessly [5], and
without the need for completely redundant user administration. Identity federation comes in many flavors, including
"user-controlled" or "user-centric" scenarios, as well as enterprise-controlled or business-to-business scenarios.
The various entities [4] used in FIdM are:
Identity Provider:
An entity that is responsible for validating a user’s authentication credentials and “vouching for” the user in the scope of
a single-sign-on relationship. When vouching for a user, the Identity Provider will issue trusted single-sign-on credentials
that are used to identify the user to federation partner. The Identity Provider may also issue the credential and be
responsible for the identity proofing prior to issuance and therefore assuming certain liability for the credential.
Service Provider:
An entity that provides services within a federation. This entity acts as the recipient of a single-sign-on event from an
Identity Provider. Based on the trust relationship with the Identity Provider, a Service Provider is able to validate Identity
Provider-provided single-sign-on credentials for a user.
User:
The end user or an agent acting on the user’s behalf, who participates in the federation, using services from both the
Identity Provider and the Service Providers, while directly authenticate only to the Identity Provider.
II. AUTHENTICATION PROTOCOLS
The various authentication protocols [13] used for federated identity management in cloud are discussed as under:
SAML:
Security Assertion Markup Language (SAML) [5] is an XML standard that allows a user to log on once to the log on site
for all the trusted websites. SAML was released in 2002 with version 1.0 and in 2005 version 2.0 was released. SAML is
designed for B2B and B2C transactions. SAML has the following components:
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Assertions: Authentication, attribute, authorization
Protocols: HTTP, SMTP, FTP, SOAP
Bindings: SAML over SOAP, SAML over HTTP

SAML defines three roles:
 Identity Provider (IDP): This role will validate the identity of a user who is asking for a service.
 Service Provider (SP): This role will provide services to user.
 Principal: This is typically the user asking for a service from SP and getting validated by IDP.
OpenId:
OpenID [8] was released in 2006 and its functions resemble that of SAML, but instead of limiting the usage to enterprise
users, OpenID was designed for consumer apps and services. With OpenID, the enterprise users are also in scope now.
OpenID is being provided by majors like Facebook, Google, Yahoo, etc.
Below are the roles that OpenID provides:
 End user who has OpenID and wants to verify the identity.
 Resource Party which is the party that wants to verify the identity of end user.
 OpenID provider which is the party used to verify end user.
OpenID is both an identifier format and an extensible [6] set of protocols for passing identity information. Users enter
their identifier at the site they wish to access and are redirected to the appropriate Identity Provider. During this session,
the user can move between multiple OpenID Relying Party sites without re-entering their password at the Identity
Provider, because the Identity Provider simply checks the session and transparently returns control to the requesting site.
The OpenID base protocol is very simple, but can be augmented by additional extensionsto pass registration attributes or
to classify the strength of authentication method used at the Identity Provider. The OpenID protocol does not rely on a
central authority to authenticate a user's identity. Moreover, neither services nor the OpenID standard may mandate a
specific means by which to authenticate users, allowing for approaches ranging from the common (such as passwords) to
the novel (such as smart cards or biometrics).The term OpenID may also refer to an identifier as specified in the OpenID
standard; these identifiers take the form of a unique Uniform Resource Identifier (URI), and are managed by some
OpenID provider that handles authentication.
III. PARAMETERS USED TO SIMULATE SAML AND OPENID
In order to study SAML and OpenId authentication protocols a datacenter broker, a global manager and a global broker
have been used.
A cloud broker [10] may be a third-party individual that acts as an intermediary between the purchaser of a cloud
computing service and the sellers of that service.
Local broker: a local broker is an entity that manages the use, performance and delivery of cloud services and
establishes relationship between cloud service providers and cloud service consumers.
Global broker: a global broker system supports fast provisioning of resource infrastructures needed in service evaluation,
system and computational resources, over the multiple clouds.
Datacenter broker: this class models a broker, which is responsible for mediating between service providers and users
depending on users’ requirements. the broker deploys service tasks across clouds. user-developed scheduling algorithms
are implemented in datacenter broker method.
The table below shows the parameters along with their values used to simulate the authentication protocols.
TABLE I PARAMETERS USED
S.NO.

Parameter

OpenID

SAML

1.

Number of Hosts

5

5

2.

Number of VM’s

7

7

3.

Number of Cloudlets

109

300

4.

Number of Datacenters

3

3

5.

Total RAM size

4M/15M

4M/15M

6.

Total Execution Time

1.294s

1.981s

Graph:
The figure below shows the time and memory used by the authentication protocols:
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Fig.1 Graph showing Total time and Memory used by OpenID and SAML
IV. CONCLUSION AND FUTURE SCOPE
The implementation of authentication protocols SAML and OpenID has been done using the concept of Global
Broker.These protocols implemented Single Sign-On in the Cloud Federation scenario using the CloudSim toolkit,
considering multiple Identity Providers and Cloud Service Providers. The simulation results showed the execution time
and memory used by these authentication protocols. The simulation study is based on various simulation parameters like
number of hosts, virtual machines, cloudlets and execution time and the memory used by these authentication protocols.
Our research has a great significance in area where security is of great concern especially across federated systems which
allows cooperation on identity processes, policies and technologies across different organizations. The work presented in
this paper defines the baseline for carrying out simulation study of the authentication protocols. We can include several
other parameters like bandwidth used, throughput of the system etc. for further refining the study of these protocols.
Moreover provisioning new identities often incurs some security risk. It is difficult to secure credential storage and to
deploy it with proper policies. We can extend the present work with cryptographically strong hash algorithm such as one
from the SHA-2 family.
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