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Abstract—

O

ne of the main challenges in wireless sensor networks is to provide low-cost, low-energy reliable data
collection. Reliability against transient errors in sensor data can be provided using the model-based error
correction, in which temporal correlation in the data is used to correct errors without any overheads at the
sensor nodes. In the above work it is assumed that a perfect model of the data is available. However, as variations in
the physical process are context-dependent and time-varying in a real sensor network, it is infeasible to have an
accurate model of the data properties a priori, thus leading to reduced correction efficiency. In this paper, we address
this issue by presenting a scalable methodology for improving the accuracy of data modelling through fuzzy based
model updates. Additionally, we propose enhancements to the data correction algorithm to incorporate robustness
against dynamic model changes and potential modelling errors. We evaluate our system through simulations using
real sensor data collected from different sources. The proposed work is implemented on the MATLAB.
Keywords— WSN (Wireless sensor networks), QOS (Quality of service), DOS (Denial of service), TCP (Transmission
control protocol), PSO (Particle swarm optimization) etc.
I. INTRODUCTION
The convergence of techniques for sensing, communication, and processing has led to the emergence of wireless
sensor networks. One of the goals of the wireless sensor networks is to enable reliable data collection to meet the goals of
the applications. Providing reliability is an important issue to address because majority of the sensor networks are
remotely operated with very little human intervention once deployed and the maintenance/repair is also infeasible at
times. Additionally, the sensor network is inherently exposed to several sources of unreliability such as errors from
hardware noise, communication errors, errors in sensors, etc., necessitating the need for reliability mechanisms.

Fig. 1Structure of Sensor Node
Wireless sensor networks are composed of hundreds of thousands of tiny devices called nodes. A sensor node is often
abbreviated as a node. What is a Sensor Node? A Sensor is a device which senses the information and passes the same on
to a mote. Sensors are used to measure the changes to physical environment like pressure, humidity, sound, vibration and
changes to the health of person like blood pressure, stress and heartbeat. A Mote consists of processor, memory, battery,
A/D converter for connecting to a sensor and a radio transmitter for forming an ad hoc network. A Mote and Sensor
together form a Sensor Node. The structure of the sensor node is as shown in fig 1.
One of the important factors to be considered in providing reliability in large sensor networked systems is the overall
deployment cost. The deployment cost can be reduced by using low-cost sensor nodes; however that leads to constrained
computational resources available on the sensor nodes. Another factor that affects the deployment of sensor networks is
the lifetime of operation is primarily governed by the limited energy resources available. Hence, reliable sensor data
collection should be provided using low-cost sensor nodes while consuming very low energy to enable proliferation of
large-scale sensor networks.
II. VULNERABILITIES
The vulnerabilities of Wireless sensor network are summarized below
A. Wireless links
First of all, the use of wireless links makes the network susceptible to attacks such as eavesdropping and active
interference. Unlike wired networks, attackers do not need physical access to the network to carry out these attacks.
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B. Dynamic topology
Wireless nodes can leave and join the network, and move independently. As a result, the network topology can change
frequently. It is difficult to differentiate normal behavior of the network from anomaly/malicious behavior in this
dynamic environment.
C. Co-cooperativeness
Routing algorithms for wireless network usually assume that nodes are cooperative and non-malicious. As a result, a
malicious attacker can easily become an important routing agent and disrupt network operations by disobeying the
protocol specifications.
D. Lack of clear line of defence
WSNs do not have a clear line of defense; attacks can come from all directions. The boundary that separates the inside
network from the outside world is not very clear on WSNs.
E. Limited resources
Resource constraints are a further vulnerability. There can be variety of devices on WSNs, ranging from laptops to
handheld devices such as PDAs and mobile phones. These will generally have different computing and storage capacities
that can be the focus of new attacks.
III.
ATTACKS
WSNs often experience unusual security attacks because of their following features such as dynamically changing
topology, lack of central monitoring, mutual algorithms and absence of a centralized certification authority etc. Generally
mobile ad hoc networks are affected by two kinds of attacks which are classified as passive and active. Passive attacks do
not affect the functionality of network, but may attempt to find out vital information by listening to traffic. It is difficult
to identify such attacks as under these attacks the network operates normally. These attacks basically obtain critical
routing information through sniffing. Such attacks are usually complex to identify and protection against such attacks is
also difficult. Moreover, it is sometimes not even possible to trace the exact location of the attacker node. Generally, such
type of attacks is prevented with the help of encryption.
LAYERS
ATTACKS
Application
Data corruption, viruses
layer
and worms
Transport
TCP/UDP SYN flood
layer
Network
Hello flood, black hole,
layer
worm hole
Data link
Monitoring, traffic
layer
analysis
Physical
Eavesdropping, active
layer
interference
IV.
PROPOSED APPROACH
A. Approach
1) Quantitative Approach: This approach is used when the researchers’ wants verify the theories they proposed, or
observe the information in greater detail.
2) Qualitative Approach: This approach follows the strategies such as ethnographies, phenomenology and
grounded theories. When the researchers want to study the context or focusing on single phenomenon or
concepts then they used qualitative approach to achieve their desired goals.
B. Our Proposed Method
In our proposed work we have used both quantitative and qualitative approaches. This approach starts by studying the
elated literature specific to security issues in WSNs and Manet’s literature review is followed by simulation modeling.
The results are gathered and analysed and conclusions are drawn on the basis of the results obtained from simulation. The
proposed work contributes the analysis in the Tabular form to give a clear comparison between various parameters and
techniques.
C. Problem Identification and Selection
The most important phase is when, it is important to select the proper problem area. Different areas are studied with in
mind about the interest of the problem faced and challenges in the network. Most of the time is given to this phase to
select the wireless network issue. The proposed work selected WSN as the area of interest and within the network focus
was given to the security issues and to counter measure the same. The proposed work is based on the Particle swarm
intelligence approach which optimizes the path covered from source to destination and ignores the path if it is affected by
any malicious nodes. Thus securing a network based on swarm technique results in optimizes the route. Further the
implementation of fuzzy terminates the iteration to the best value.
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D. Proposed Algorithm
Algorithm
{
Hop count=0;
Path length =0;
Reachability =0;
For attack node (percentage) =0:1:100
{
For source = 1to N-1
{
For destination= source + 1 to N
{
For iteration 1 to 30
{
Distribute node randomly
If (path exist=y)
{
Calculate
Path length=total distance from S to D;
Hop count= number of intermediate nodes;
Reachability =reachability+1;
PDR=total packets/total nodes;
Efficiency=delivered packets/available packets;
Simulation time= total distance/speed;
}
}
}
}
Average reachability= (2*reachability/N (N-1)*25);
AVERAGE PATH length= path length/reachability;
Average hope count=hop count/ reachability;
}
}
V.
SIMULATION RESULT
The code is developed in MATLAB using Fuzzy PSO for different parameters and executed for different sizes of
network. The results obtained by proposed algorithm are presented for comparative analysis with previous approach for
different number of nodes. We analysed that the proposed approach gives a better result in terms of route optimizations
and energy as compared to existing work. Further in section5.1 we compare the proposed approach with the existing
approach in terms of distance and energy parameters. The figures 5.4(a-f) are showing the results obtained by existing
approach as well as the proposed approach. The network taken is of different number of nodes. As we can see the
proposed approach has optimized routes. Hence, our proposed FSO approach for the route optimization in Wireless
sensor network gives better results as compared to the existing work.

VI. CONCLUSIONS
In this thesis, we have considered the routing approaches in WSN mobile ad hoc networks from the security and
congestion viewpoint. We have analysed the threats against ad hoc routing and presented the requirements that need to be
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addressed for secure routing. Existing secure routing algorithm for mobile ad hoc networks are not much secure. And
importance of Mobile networks cannot be denied as the world of computing is getting portable and compact. In this
present work, we have defined a fuzzy based PSO improved safe routing approach to transfer data from congestion free
and attack safe path. Generally, the shortest path is the most favourite area for the attackers to perform the intrusion, but
the presented approach will not cover any node that is having the higher probability of the attack or the congestion. As
the communication will be performed over a congestion free path, the energy and the delay over the network will be
reduced.
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