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Abstract—

C

loud computing is the new technology that aims to provide software, hardware, bandwidth, and virtualized
resources on demand via the internet based on the principle of pay per use. There are many challenges that
facing the cloud computing, one of the main concerns is managing the identity and access control. This
paper focuses on improving the security of identity and access management (IAM) in cloud computing. The proposed
scheme combines the security of Identity-Based Cryptography (IBC), Trusted cloud (TC), and Elliptic Curve
Cryptography (ECC). IBC is suitable choice for IAM because it reduce the key management complexities, and an
ECC is robust algorithm and resistance against attacks.
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I.
INTRODUCTION
Cloud computing is a new technology often used virtualized with resources to provide dynamically scalable service
via the internet. In the cloud computing, users can access to the resources by using a various devices, such as laptops,
PCs, smart phone, etc. to access multiple service such as storage, programs, and application-development platforms, over
service that provided by cloud providers via the internet. Through the last years, Cloud computing improved from simple
web applications, such as Gmail and Hotmail, into business propositions like SalesForce.com, AmazonEC2, etc [1].
Cloud computing may be supply service for reducing IT costs, business management, and maintenance costs of
hardware and software are effective. At the same time, it makes the enterprises able to access to professional IT solutions.
Data storage center in cloud computing can be reliable and secure, because the world’s most advance data center is
helping the users save the data. The users must not concern about virus attack, data loss, and other problems when they
used the cloud in correct form [2].
User with cloud computing can use the cloud services anywhere, everywhere, on-demand and based on pay per use
principle. Cloud computing has two types of models: services models (SaaS, PaaS, and IaaS), and deployment models
(Public, Private, Community, and Hybrid cloud). Also the cloud computing is contains five essential characteristics (OnDemand, BroadNetwork Access, Rapid Elasticity, Measured Service, and Resource pooling). There are many companies
that provide cloud services such as Amazon, Google, Microsoft, and SalesForce.com, etc.
There are many concerns about the security of cloud computing should be taken into account such as violation of the
confidentiality and privacy of customers’ data via unauthorized parties. The major concern is managing the identity of
users [3]. Therefore, we have dedicated our work to design a new architecture to improve performance of Identity and
Access Management (IAM) in the cloud computing by using Identity-Based Cryptography (IBC) and Elliptic Curve
Cryptography (ECC) with a Trusted Cloud (TC).
This paper organized as follows: Section 2 displays some works that related to the field of Identity and Access
Management in cloud computing. Section 3 reviews some techniques that used in AIM. Section 4 explains IdentityBased cryptography (IBC). Section 5 review the general concept of ECC. Section 6 illustrates the implementation of our
system. Section 7 shows our work conclusion.
II. LITERATURE SURVEY
Several works related to our work, which presents the security of identity access management in cloud computing as
follow:
In 2009 Liang Yan, Chunming Rong, and Gansen Zhao proposed to use hierarchical identity-based cryptography (HIBC)
with federated identity management, not only to key distribution but also the reciprocal authentication may be simplified
in the cloud [4].
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In 2010 Rohit Ranchal, and et al. proposed a method for Identity management (IDM) without relying on of Trusted Third
Party (TTP) and has the possibility to use identity data on untrusted hosts [5].
In 2012 Chunming Rong and Hongbing Cheng propose a secure data access mechanism based on identity-based
encryption and biometric authentication for cloud tenants [6].
In 2013 Sameeh A. Jassim propose a new system for Identity and Access Management (IAM) depend on combination of
the techniques of security mediated cryptography and Identity-Based Cryptography (IBC) with the Trusted Cloud (TC) to
simplify the management and offer more security and access control for cloud computing [2].
In 2013 Shan-Shan Tu, Meng-Jiao Li, and Xiao-Zhang Niu proposed an effective access control system for cloud
environment based on Attribute-Based Encryption (ABE) and Identity-Based Signature (IBS) schemes using bilinear
pairings [7].
In 2014 Nagendra Kumar, Ashok Verma and Ajay Lala proposed a framework double authentication techniques and
specialized procedures that can effectively protect the data during the period of transition from the user to the cloud. This
method for Access, identity and secure data storage in private cloud by utilize DS (Digital Signature) using RSA
algorithm [8].
III. IDENTITY AND ACCESS MANAGEMENT (IAM)
Managing the access control and identities for company applications still the major challenges that facing the cloud
computing. Unauthorized access to the cloud resources is a major concern for the company’s, because companies have
sensitive and private information. CSP must provide appropriate IAM solutions to ensure secure access to the data [9].
IAM is a set of technologies, processes and data required for managing access to organizational resources. IAM is the
basic building block of any informational security program and most widely interactive security areas by users [10].
IAM can be considered as the first layer of defense in cloud security. CSP used IAM to validate claimed user by
verifying the user's credentials against a directory, and allow the customers to manage identities and authorizations to the
resources of customers that are hosted by the vendor [11]. IAM technology are creating, register and manage user's
identities and access permissions. This ensures that users access privileges are given by company according to its policies,
and all services and customers are correctly authorized, authenticated, and audited [12].
III.1 IAM Life Cycle
The management of user identity and access control permissions can be analyzed as multiple stages. Figure (1) illustrates
the IAM life cycle the stages that users follow when they join an organization and obtain access to the tools, assets
required to do their jobs. The IAM life cycle also includes stages to ensure that employees hold appropriate access as
they go within the organization with access being revoked or modified when they separate or change their roles [10].

Figure 1: The IAM Life Cycle [13]
III.2 Single Sign-On
A Single Sign-On (SSO) is the process that facilitates maintenance tasks for SPs and allows users access to all the
services one logged in [14]. With using SSO users can gain access to the resources from multiple systems by using the
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same username and password. This can reduce the number of passwords that the user needs to remember and the number
of logons [15]. The passwords must be transmitted or stored in encrypted form to save security of SSO. SSO has many
benefits such as ease in the process of administration of deleting or changing the passwords, the ability to use strong
passwords, reduce the time that require to access resources. The main disadvantage of SSO is that the user can access to
whole system without any restrictions through the single logon, this property may exploit by attacker [16]. The problem
is how to collect the information of user login across many applications and platforms to facilitate the signing and
increase security? The solution is a federal identities.
III.3 Federated Identities
Federated identity is a set of standards, agreements, and technologies that allow to a group of SPs to recognize the
identifiers and dues of users from other SPs within a federated scope [17]. Federated Identity Management (FIM) System
helps to avoid replication of user identities at multiple locations and several security domains, thereby provides an easy
way to manage user identities and allowing them to access information available at several related domains in a trusted
mode [10]. FIM System has two basic types of entities: service providers (SPs) which provide services to users, and
identity providers (IDPs) which manage the authentication of user and the information that related to user identity [15].
There are three major protocols for federated identity: SAML, OpenID, and OAuth.
1. SAML: SAML (Security Assertion Markup Language) is one of an open standard protocols created by OASIS
and its main mission is to solve the Web Browser SSO problem [18]. SAML was started in 2001, uses protocol
XML, HTTP, and SOAP in which user registration is not required [10]. SAML is based XML that exchange
authorization and authentication data between multiple applications and organizations. It can remove most
passwords in the cloud and enable the use of SSO, this feature is required because it does not need login for
each application. Rather than use password the application which use SAML accept secure tokens to identify
what is required to get to the applications. This reduces the number of passwords that can be stolen or forgotten.
SAML has three entities: SP, IDP, and the user who asks the service from SP and gets validate by IDP [19].
2.

OpenID: OpenID is an open standard which issued in 2005. The functions of OpenID like that of SAML, but
OpenID was prepared for consumer services and applications rather than using for a specific enterprise users.
The enterprise users can also use OpenID now. OpenID is sponsored by Google, Facebook, Yahoo, Microsoft,
etc. In the OpenID user can use only one user name and one password to gain access to many Web applications.
An OpenID server allow user authenticate to get and use the token to authenticate the web applications. The user
of OpenID doesn't need to supply the SP with his credential or other sensitive information like an email address
[20].

3.

OAuth: OAuth (Open Authorization) is an open standard authorization protocol that allows sharing of security
context without the need to share identity/credentials. For instance users might share private resources such as
contacts, photos and videos that is stored in one website to another website without the need to deliver a user
name and password of their own. OAuth is complementary to OpenID, but a separate service. OAuth was born
when Blaine Cook, who was working in the OpenID for authentication development of Twitter, note that
OpenID is not sufficient to authenticate users of Twitter so began searching for another way and in collaboration
with Chris Messina to produce OAuth. OAuth is an authentication platform protocol enables intermediate
applications have access to the user's private data through the service based on the HTTP protocol. There are
many application use OAuth such as Facebook, Dropbox, Flickr, Google, Instagram, LinkedIn, etc. Finally, the
use of any application broker asking the user access to a private data does not use protocol OAuth is not secure
application and must never be used[18].

IV. IDENTITY BASED CRYPTOGRAPHY (IBC)
IBC is one of the types of public key cryptography, which was initially proposed by Adi Shamir in 1984 to reduce the
need for certificate authorities to distribute public key certificate. In IBC use users' identifier information such as phone
number, email, IP addresses, or domain name as a public key rather than used digital certificates. Shamir implemented an
identity based signature (IBS) by used RSA algorithm to allow users to verification from digital signatures. Although he
tried to implement an identity based encryption (IBE), but he was unable to reach a solution and IBE remained open
problem for many years. Until 2001, Franklin, Boneh, and Cocks independently proposed scheme to solve IBE problem
by using bilinear pairings and have provable security. IBC allow to any two users to communicate securely, and
verification of signatures each other without exchanging any type of keys [21, 22, 23].
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The Identity-based cryptography systems contain the Private Key Generator (PKG) that act as a trusted third party, which
create a master private key (Mk) and a master public key (Ps), then PKG will publish the master public key and keeps a
master private key secret. Any user can generate his public key by combining a master public key and his identity. The
user must connects the PKG with his identity to obtain his private key (Pr). PKG will use the master private key and
user’s identity to generate user’s private key [4].
V. ELLIPTIC CURVE CRYPTOSYSTEM
Elliptic curve cryptography (ECC) is one of the public key encryption algorithms which is depend on elliptic curve
theory over finite fields. It used to make cryptographic keys smaller, faster, and more efficient. The functions and
characteristics of an elliptic curves have been studied in mathematics for 150 years. Their use has been suggested in
cryptography for the first time by Neal Koblitz and Victor Miller in 1985, separately [24]. ECC has begun to obtain
acceptance of many of the accredited organizations, and many of the security protocols since the beginning of 1990 [25].
V.1 Elliptic Curve Arithmetic
The main attraction of ECC is that it provides an equal level of security, but much smaller key size compared with RSA.
We can defined an elliptic curve by equation all its coefficients and variables take values in the set of integers within the
range from 0 to p-1, which is performed calculations modulo p. When use an elliptic curve for cryptography, the
coefficients and variables are restricted in a finite Abelian group [26, 27]. The group that has a finite number of elements,
it's known as a finite group and the number of elements in is known as the order of [28]. ECC equation over p:

V.2 Elliptic Curve Discrete Logarithm Problem (ECDLP)
Assume that E is an elliptic curve over some finite field q, and P a point of order n on E. ECDLP on E is to find the
integer d ∈ [1,n–1], if such an integer exists, so that

The discrete logarithm problem (DLP) is does not look like ECDLP, and that ECDLP is considerably more difficult than
the DLP. This is due to the lack of known subexponential-time algorithm to solve ECDLP in general [29].
V.3 Security of Elliptic Curve Cryptography
ECC algorithm is one of the most powerful asymmetric algorithms for a particular key length, so that it is attractive
especially for security applications where integrated circuit space and computational power is limited, such as PC



We can say about the group ( ) is an Abelian group or commutative group if achieved the following condition: m n = n m for all m, n in
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(personal computer) cards, smart cards, and wireless devices. ECC algorithm security is relies on the difficulty of solving
ECDLP. Currently it seems that ECC that be implemented on 160-bit nearly offer the same level of security in the
resistance against compared with 1024-bit RSA attacks. That led to improved performance and better storage
requirements [27]. Table (1) presents a comparison of the approximate parameter size between strength elliptic curve
systems and RSA.
Table 1: Comparative Bit Lengths [29]

VI. THE ESSENTIAL MODULES OF THE PROPOSED IAM SYSTEM
The proposed system contain three parts: Private Key Generator (PKG), Trusted Cloud (TC), and User. The system
management, access control, and user authentication are done by Trusted Cloud, while the PKG is use to manage users’
keys. This proposal aims to provide more secure method to secure users’ login and data protection, reduce the complexity
of management by using IBC, and provide transparency to cloud computing users’. The main idea of this proposal is
combine the security of IBC and ECC with Trusted Cloud (TC) which used for system management. The use of IBC will
significantly decrease the key management complexity and not need to certificate issued. Also the use of TC has many
benefits such as decrease the denial of service attack (DOS) on CSPs, this important attraction because TC has all users’
information. Also TC provide SSO property to users by chosen suitable companies to provide service, thereby the user
does not need to repeat login operation each time they use cloud services. All these parts increase the strength and
resistance of the system. Figure 2 explains the general structure of the proposed system.

Figure 2: General Structure of Proposed System
The Proposed algorithm
a. Setup: the PKG do the following functions:
1. Chooses a prime number p that has the prime order n, and a finite filed p.
2. Chooses the curve E over p in the form where a and b are the curve parameters.
3. Chooses the base point P in E( p) whose order n should be very large.
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4.
Selects a random number smaller than the base point P order as a private number, this number will
be a master private key Mk.
b. Extract: when user wants to get his private and public key from PKG, he must send his identity (IDU) to PKG.
Then the PKG will compute the hash value to the identity of user (IDU) and use it with master private key Mk to
generate user private key, and use this private key to generate user public key.
QU = H (IDU)
PrU = Mk*QU
PUU = PrU*P
Then send copy from user’s private key to user, and copy of public key to user and TC.
c. Encryption: If user requests a service from TC, he can encrypt his request by using the public key of TC to
generate his ciphertext. If Alice want to send a message to Bob, she will use the public key of Bob, the following steps
will explain this operation:
1. Alice encodes her message to points Pm.
2. Alice encrypts her message as follows:
a. Selects a random integer number J.
b. Calculates the ciphertext Cm consists of the pair of points

c. Alice
d. sends Cm to Bob.
e. Decryption: When Bob receives the encrypted message Cm from Alice, he will decrypted the message by
computes:
Pm + J*PUB – PrB(J*P)
Pm + J(PrB*P) – PrB(J*P) = Pm
Then he decodes Pm to get the original message m.
f.
Signing and Verifying: Alice can signing the message m by using her private key Pr as follows:
1. Calculates the hash value to the message
2. Chooses a random positive integer J in interval [1, n-1].
3. Calculates (x,y) = J*P.
4. Calculates

5.
6.
7.

Calculates
The message’s signature is the pair (r,S).
Sends the signature (r,S) to Bob.

Bob when receive the message he must verify the signature based on the public key PUA of Alice as follows:
1. Calculates
2. Calculates
3. Calculates

4.
5.

(x,y) if (x,y)= then reject the signature, otherwise calculates
If then the signature is valid otherwise invalid.
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VII.
CONCLUSIONS AND FUTURE RESEARCH DIRECTIONS
Cloud computing is good choice for large and complex systems, but it less attractive for small applications. This paper
propose a more flexible and effective verification scheme to address the security of IAM in cloud computing. The
combining of IBC, TC, and ECC led to secure and efficient IAM system. The proposed IAM system has the ability to
increase the security of IAM, which provides transparency to users in cloud environments. Future researches might
consider in future such as combining different schemes of IBC to the proposed scheme architecture and compare the
advantages and disadvantages of various combination.
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