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Abstract –

Number of users used the text password scheme for authenticated user. This scheme is used to information security.
User is used to authentication by entering the user name and password. Authentication technique is the process of
identifying the user based on user name and password. Enter passwords are susceptible to intruders, social
engineering, dictionary attacks, shoulder surfing. There are number of problems for text password scheme so, the
graphical password is introduced. But also in graphical password, it has a shoulder surfing problem. After the
graphical password, in another technique a new password is created by combination of text with image or colors for
authentication. PDA is the application of this technique.
Index Terms— Authentication, Dictionary attack, PDA- Personal digital assistant, Session password, Shoulder
surfing.
I. INTRODUCTION
Recently there are number of methods used for authentication and security for passwords. Password based user
authentication can resist brute force and dictionary attack, when user select strong password for encryption. Textual
password authentication method is a traditional method. But normally user select a simple password because they can
be easily memorized and can be recalled at login time. Simple password and short password is easy to remembered but
it can be easily hacked, while random and lengthy passwords are secured but hard to remember.
To overcome this problem graphical schemes were used. But for graphical authentication scheme it had many problems
like shoulder surfing attack. So there are many authentication schemes were proposed to overcome the shoulder scheme
attack. But for textual password there are dictionary attacks, shoulder surfing, brute force, social attacks and also in
graphical password and biometrics methods are having different disadvantages. In biometric technology there are
number of methods such as finger print, iris scan, signature, facial recognition. Disadvantages of biometric scheme is
that this system can be costly. In graphical password there is also problem for shoulder surfing. The user is
authenticated using session enter the different password. When the session is over then that password becomes is of no
use for next session and current session gets terminated. Session password provides more security as every time the
session start a new password is created. PDA is personal digital assistant which is application for this system. PDA is
used to store confidential and personal data like PIN no., password. There are 3 main categories for authentication
technology that are token based, biometric based and knowledge based authentication.. knowledge based authentication
method is used for authentication which include both text and picture based password.
II. LITERATURE SURVEY
Dhamjia & perrig[2] proposed a graphical authentication scheme as shown in Fig. 1 . At the time of Registration user
has to select number of images from set of random pictures. After at the time of Login, user has to identify the images
that pr-selected at the time of registration. This system is susceptible to shoulder surfing.

Fig. 1 Images used by Dhamjia & perrig
Syukri[3] developed a new authentication scheme by user drawing the signature using mouse as shown in Fig. 2. This
technique uses the two stages, registration and verification.
During the registration stages the user draw his signature with a mouse. System extract the signature area after drawing
the signature. In verification stage system takes the input of user signature and extract the parameters of the signature,
which draw at the time of registration stage
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Fig. 2 Signature technique by Sukri
Jermyn[4] introduced a authentication technique called as “ Draw_a_Secret”(DAS) as shown in Fig. 3.
In this technique user has to draw the signature by using mouse. Here user is needed to redraw the secret picture on a grid
& if that drawing signature touches the same sequence that means user is authenticated person. This technique is
vulnerable to shoulder surfing.

Fig. 3 DAS technique by Jermyn
Wiedenback[5] introduced a graphical password scheme because there are number of problems on shoulder surfing. In
this
technique user has to remember pass object & click in the convex hull formed of the pass objects as shown in
Fig.4.

Fig. 4 Example of convex hull
Haichang[6] described a new shoulder surfing resistant technique. As shown in the Fig. 5 here user is needed to draw a
curve across the password images orderly rather than clicking on them directly because to confuse to attacker.
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Fig 5 Shoulder surfing technique
III. DETAILS OF DISSERTATION WORK
3.1 Platform
Java is the platform of my project
Installation to be done
1. Install the JDK 1.7
2. Install the eclipse IDE
3. Install the MySql Server
4. Install MysqlGuiTool
5. Java Programming Language
6. Windows XP, Windows 7
New Authentication schemes
Authentication technique consists of 3 phases as shown in fig. 6: registration phase, login phase and admin phase. During
registration, user enters his password in first method or rates the colors in the second method. During login phase, the
user has to enter the password based on the interface displayed on the screen. The system verifies the password entered
by comparing with content of the password generated during registration.

Fig. 6 Authentication scheme
3.1 Admin Phase
In adimn phase administrator can see the on line users and can see the user’s information. Only has authority to see the
information. He enter th user name and password to see the user information as shown in fig 7
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Fig.7 Admin phase
3.2 Registratioin Phase
In this phase if the user is not registered then first he can register his information as shown in fig. 8
As shown in fig.8 user can enter user name,mobile number, first name, last name, email-id and choose the color code as
secret password used for Hybrid based technique and submit the information.

Fig.8 Registration phase
3.3 Login Phase
After registration user can login, user got his password on his email-id and his mobile number . In login user enter his
user name and user id as shown in fig.9

Fig.9 Login phase
After login two technologied displayed on the screen for user. User can select any technique for login. Ther are two
techniques, one Pair based technique and another Hybrid based technique as shown in fig. 10
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Fig. 10 Two authentication schemes
3.4 Pair-Based authentication scheme
At the time of registration user submit his password and minimum length of password character is 8 and it should contain
even numbers is called as secret pass[8][9]. By using secret pass session password is generated. At the time of login
phase user enter his username and the grid is displayed. The grid size of 8x8 and it consist of alphabets, Special
characters and numbers. At any session that are placed randomly on the grid.
Depending upon the secret pass, the password entered by the user. Pair of secret pass has to consider by user so session
password consist of alphabets, special characters and digits.

Fig.11 Login Grid with Intersection character
For secret pass user has to consider the password in terms of pairs. From the pair, user has to select the 1st letter from the
row and 2nd letter from the column. Select the intersection point of the row and the column , this is the part of the session
pass. In this way repeat this procedure for all the pairs of session pass. When user enter the password that is verified by
the server to authenticate the user. If the password is valid then n users are authenticated and enter in to the system. User
has to enter the password depending upon the secret pass. User has to consider his secret pass in terms of pairs. The
session password consists of alphabets and digits The first letter in the pair is used to select the row and the second
letter is used to select the column. The intersection letter is part of the session password. This is repeated for all pairs
of secret pass. Fig 12 shows that J is the intersection symbol for the pair “Yb”. The password entered by the user is
verified by the server to authenticate the user. If the password is correct, the user is allowed to enter in to the system.
The grid size can be increased to include special characters in the password
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Fig.12 Pair-based intersection grid
After login in pair based technique this screen is displayed on user side. It means user can change the password. He can
see his information, add some information and then log out from pair based technique as shown in fig 13

Fig. 13 After login in pair based technique
3.5 Hybrid Textual Authentication Schemes
During registration, user should rate colors as shown in figure. The User should rate colors from 1 to 8 and he can
remember it as “RLYOBGIP”. Same rating can be given to different colors. During the login phase, when the
user enters his username an interface is displayed based on the colors selected by the user. The login interface
consists of g r i d of size 8×8. This grid contains digits 1-8 placed randomly in grid cells. The interface also contains
strips of colors as shown in figure. The color grid consists of 4 pairs of colors Each pair of color represents the row
and the column of the grid. In Fig. 14 Shows the login interface having the colors grid and number grid of 8 x 8
having numbers 1 to 8 randomly placed in the grid. Depending on the ratings given to colours, we get the session
password. As discussed above, the first color of every pair in color grid represents row and second represents column
of the number grid. The number in the intersection of the row and column of the grid is part of the session password.
Consider the figure ratings and figure login interfaces for demonstration. The first pair has red and yellow colors. The
red color rating is 1 and yellow color rating is 3. So the first letter of session password is 1st row and 3rd column
intersecting element i.e 3. The same method is followed for other pairs of colors. For figure the password is “3573”.
Instead of digits , alphabets can be used.
For every login, both the number grid and the color grid get randomizes so the session password changes for every
session. Same method is followed for other pairs of colors. For figure the password is “3573”. Instead of digits,
alphabets can be used. For every login, both the number grid and the color grid get randomizes so the session
password changes for every session.
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Fig. 14 Hybrid textual scheme
3.6 SECURITY ANALYSIS
As the interface changes every time the session password changes. This technique is resistant to shoulder surfing. Due
to dynamic passwords, dictionary attack is not applicable. Hidden camera attacks are not applicable to PDAs because it
is difficult to capture the interface in the PDAs.


Dictionary Attack:
These are attacks directed towards textual passwords. Here in this attack, hacker uses the set of
dictionary words and authenticate by trying one word after one. The Dictionary attacks fails towards
our authentication systems b e c a u s e session passwords are used for every login.




Shoulder Surfing:
These techniques are Shoulder Surfing Resistant. In Pair based scheme, resistance is provided by
the fact that secret pass created during registration phase remains hidden so the session password
can’t be enough to find secret pass in one session. In hybrid textual scheme, the randomized colors
hide the password. In this scheme, the ratings decide the session password. But with session password
4.
you can’t find the ratings of colors. Even by knowing session password, the complexity is 8
So
these are resistant to shoulder surfing.
Guessing:
4
Guessing. can’t be a threat to the pair based because it is hard to guess secret pass and it is 36 .If the
general order is followed for the colors by the user , then there is a possibility of breaking the system.



Brute force attack:
These techniques are particularly resistant to brute force due to use of the session passwords. The use of
these will take out the traditional brute force attack out of the possibility.



Complexity:
The Complexity for Pair-Based Authentication Scheme is to be carried over the secret pass. For a
8
secret pass of length 8, the complexity is 64 . In the case of the Hybrid Textual Authentication
Scheme the complexity depends on colors and ratings. The complexity is 8! If ratings are unique,
otherwise it is 88 .
3.7 PBKDF2
PBKDF2 is a "password-strengthening algorithm" that makes it difficult for a computer to check that any one password
is the correct master password during a brute-force attack
PBKDF2 (Password-Based Key Derivation Function 2) is a key derivation function that is part of RSA Laboratories'
Public-Key Cryptography Standards (PKCS) series, specifically PKCS #5 v2.0, also published as Internet Engineering
Task Force's RFC 2898. It replaces an earlier standard, PBKDF1, which could only produce derived keys up to 160 bits
long.
PBKDF2 applies a pseudorandom function, such as a cryptographic hash, cipher, or HMAC to the input password or
passphrase along with a salt value and repeats the process many times to produce a derived key, which can then be used
as a cryptographic key in subsequent operations. The added computational work makes password cracking much more
difficult, and is known as key stretching. When the standard was written in 2000, the recommended minimum number of
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iterations was 1000, but the parameter is intended to be increased over time as CPU speeds increase. Having a salt added
to the password reduces the ability to use precomputed hashes for attacks, and means that multiple passwords have to be
tested individually, not all at once. The standard recommends a salt length of at least 64 bits.
Key derivation function
The PBKDF2 key derivation function has five input parameters:
DK = PBKDF2(PRF, Password, Salt, c, dkLen)
where: PRF is a pseudorandom function of two parameters with output length hLen (e.g. a keyed HMAC)
Password is the master password from which a derived
key is generated
Salt is a cryptographic salt. The standard recommends a salt length of at least 64 bits
c is the number of iterations desired
dkLen is the desired length of the derived key
DK is the generated derived key
Each hLen-bit block Ti of derived key DK, is computed as follows:
DK = T1 || T2 || ... || Tdklen/hlen
Ti = F(Password, Salt, Iterations, i)
The function F is the xor (^) of c iterations of chained PRFs. The first iteration of PRF uses Password as the PRF key
and Salt concatenated with i encoded as a big-endian 32-bit integer. (Note that i is a 1-based index.) Subsequent
iterations of PRF use Password as the PRF key and the output of the previous PRF computation as the salt:
F(Password, Salt, Iterations, i) = U1 ^ U2 ^ ... ^ Uc
Where
U1 = PRF(Password, Salt || INT_msb(i))
U2 = PRF(Password, U1)
Uc = PRF(Password, Uc-1)
DK=PBKDF2(HMAC−SHA1/AES, passphrase,ssid,4096, 256)
A key derivation function is useful when encrypting data based on a password or any other not-fully-random data. It
uses a pseudorandom function to derive a secure encryption key based on the password
3.8 Comparison with similar systems
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Fig. 15 working of proposed system

Fig. 16 System Architecture
4. CONCLUSION AND FUTURE SCOPE
These techniques generate session passwords and are resistant to dictionary attack, brute force attack and shouldersurfing. This technique used grid for session password generation. For hybrid textual scheme, ratings should be given
to colors, based on these ratings and the grid displayed during login, session passwords are generated. However this
scheme is completely new to the users and the proposed authentication techniques should be verified extensive. This
technique can be used to develop any windows application or external authentication to connect the application to a
database. PBKDF2 can be used for cryptography of session password.
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