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Abstract—

C

loud storage mainly offers an on-demand data outsourcing servicing model which is gaining popularity
through its elasticity and low maintenance cost. In such cases Security concerns arises when data is
outsourced to a third-party cloud storage provider. The data that is stored in the cloud might get corrupted
due to some malicious programs or due to an adversary. Considering the existing methodology FMSR-DIP codes
which take the random subsets of data to check data integrity and by using TTPA regenerate the corrupted data.
While regenerating the corrupted data it is only possible to restore the entire data block which is time-consuming and
provides less scalability. To resolve such an issue the proposed system depicts the method in which the data uploaded
get’s double-encrypted and stored onto the main server. The encrypted data are separated into chunks and placed in
replica server’s and then converted into binary format. After adding parity bits to the binary format they are stored in
the sub-servers and are hashed to produce a hash signature. They are monitored periodically by TTPA to check
integrity and if data loss or corruptions are detected, they are regenerated by using erasure codes with less repair
traffic and low time-consumption. Hence this paper revolves around the main objective of using an erasure coding
technique that minimizes the time consumption and preserving data confidentiality and integrity. It confirms to
provide a way to ensure that the trusted third-party auditor cannot corrupt the data block during periodical
monitoring.
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I.
INTRODUCTION
To protect outsourced data in cloud storage against corruptions, adding fault tolerance to cloud storage, along with
efficient data integrity checking and recovery procedures, becomes critical. Regenerating codes provide fault tolerance
by striping data across multiple servers, while using less repair traffic than traditional erasure codes during failure
recovery. Therefore, the study of problem of remotely checking the integrity of regenerating-coded data against
corruptions under a real-life cloud storage setting uses the design and implement of a practical data integrity protection
(DIP) scheme for a specific regenerating code, while preserving its intrinsic properties of fault tolerance and repair-traffic
saving. It works under the simple assumption of thin-cloud storage and allows different parameters to be fine-tuned for a
performance-security trade-off. One major use of cloud storage is long-term archival, which represents a workload that is
written once and rarely read. While the stored data are rarely read, it remains necessary to ensure its integrity for disaster
recovery or compliance with legal requirements. Since it is typical to have a huge amount of archived data, whole-file
checking becomes prohibitive. Proof of retrievability (POR) and proof of data possession (PDP) have thus been proposed
to verify the integrity of a large file by spot checking only a fraction of the file via various cryptographic primitives.
II. EXISTING SYSTEM
In the existing system un-encoded data has been been used by FMSR codes which provides less security and allows
the third party auditor to become a malicious attacker. In the proposed system double-encryption is done and stored to the
replica server. The encrypted data is binary converted and a parity bit is added , at the same time XOR of the block
occurs and the XORed value of each block is stored in the replica as well as a copy of it is given to the main server. In
the proposed system hash values are generated for the blocks and given to TTPA which disables the direct access of data
by the TTPA. Three main operations involved in the existing system includes the following
a. Upload Operation
Step 1: Generate the per-file secrets.
Step 2: Encode the file using FMSR codes.
Step 3: Encode each code chunk with FMSR-DIP codes.
Step 4: Update the metadata file and upload.
b.

Check Operation
In the Check operation, we verify randomly chosen rows of bytes of the currently stored chunks in the servers.
Step 1: Check the metadata file. We download a copy of the encrypted metadata from each server and check if all copies
are identical.
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Step 2: Sampling and row verification. Based on the FMSRDIP code chunk size
, we randomly generate
distinct indices, where
is a tunable checking percentage.
Step 3: Error localization
Step 4: Trigger repair. If a server has more than a user specified number of bytes marked as
corrupted, we consider it a failed server and trigger the Repair operation.
c.

Download Operation
We download a file F from the servers as follows:
Step 1: Check the metadata file. Refer to Step 1 of Check.
Step 2: Download and decode the FMSR-DIP code chunks for file F. To reconstruct file F, we download
FMSR-DIP code chunks from any k servers (without the AECC parities). After downloading a code chunk,
we verify its integrity with the corresponding MAC. We strip the PRFs off the FMSR-DIP code chunks to form the
FMSR code chunks, which are then passed to NC Cloud for decoding if they are not corrupted. However, if we have a
corrupted code chunk, then we can fix it with one of the following approaches:
 Download its AECC parities and apply error correction. Then we verify the corrected chunk with its MAC again.

Download the
code chunks from another server.

A last resort is to download the code chunks from all n servers. We check all rows of the chunks including their
AECC parities. The rows with a subset of the bytes marked correct can be recovered with FMSR codes; the rows
with all bytes marked corrupted are treated as erasures and will be corrected with AECC.A file is deemed
unrecoverable if there are insufficient code chunks that pass their MAC verifications.
d.

Repair Operation
If some server fails (e.g., when losing all data or having too much corrupted data that cannot be recovered), we
trigger the Repair operation via NC Cloud as follows:
Step 1: Check the metadata file.
Step 3: Encode, update metadata, and upload.
Step 2: Download and decode the needed chunks.
III. PROPOSED SYSTEM
In the proposed system, the user register’s himself with the cloud storage service provider. To enhance security,
when the data is uploaded double-encryption(i.e by using R.S.A and A.E.S) takes place. Now the data is spitted and
transferred across the replica servers. In the replica servers the encrypted data is converted to binary format and a parity
bit is added to it for error detection. This binary data is sent to the multi-server setting where the erasure coding
mechanism XOR’s the data in one server with the other to get the erasure codes for regenerating the original data if the
data get’s corrupted. In the existing system the trusted third-party auditor is given a copy of the codes to check the data
integrity, there arises a situation where the third-party auditor might become a threat to the process. In the proposed
system, the data in each server of the multi-server setting is hashed by using SHA-512 to generate a unique hash-code for
each block of data. This hash-code generated for each server is given to the third-party auditor. At regular intervals the
data in each server of the multi-server setting is hashed and the third-party auditor checks the integrity by comparing the
hash codes. If any deviation in the hash-code is monitored, then the data might be corrupted or changed by a malicious
hacker. The trusted third-party auditor informs that the data is corrupted to the main server and the main server retrieve’s
the data from the replica server’s, if the data in the replica is also corrupted then erasure coding mechanism is invoked on
the servers to regenerate the corrupted data.
IV. SYSTEM ARCHITECTURE
The Outline of the System Architecture revolves on reducing the Repair traffic with the process of checking whether
the data is corrupted and regenerating the corrupted part of the data with the help of these modules. First module is the
Main Server that registers the Cloud user and allows the user to upload their data. Third party auditor checks the hash
code of each server in the Multi Server setting, if there is an deviation in the hash codes the auditor indicates to the main
cloud server. Main Cloud Server checks the data originality in the Replica Server and invokes Erasure Coding
mechanism if it has defect in Replica Server too.
Main module is the Replica server that transforms the encrypted data into binary bits and adds parity bits to it. The
Multi-server setting hashes the data from the Replica server output and invokes the Erasure coding mechanism.

Fig. 1: Repair Traffic & Data Integrity Architecture
© 2014, IJERMT All Rights Reserved

Page | 135

Vins et al., International Journal of Emerging Research in Management &Technology
ISSN: 2278-9359 (Volume-3, Issue-11)
V. CONCLUSION
The Effectiveness of the repair traffic is maintained and the bandwidth consumption is limited. The data can be
restored without much time consumption. This binary data is sent to the multi-server setting where the Erasure coding
mechanism XOR’s the Data in one server with the other to get the erasure codes for regenerating the original data if the
data get’s corrupted. In the existing system the trusted third-party auditor is given a copy of the codes to check the data
integrity, there arises a situation where the third-party auditor might become a threat to the process. In the proposed
system, the data in each server of the multi-server setting is hashed by using SHA-512 to generate a unique hash-code for
each block of data. This hash-code generated for each server is given to the third-party auditor. At regular intervals the
data in each server of the multi-server setting is hashed and the third-party auditor checks the integrity by comparing the
hash codes. If any deviation in the hash-code is monitored, the data might be corrupted or changed by a malicious hacker.
This provides an effective way for enhanced data integrity protection in the cloud servers and restore the data back at
minimal cost.
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