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Abstract—

T

he information published in the social networks need to be elegant and more individualized. By recognizing
this in social networks motivated us, to propose a scheme called privacy protection scheme which prevents
the revelation of identities of both users and some selected features in their profiles. Privacy is one of the
major concerns when publishing or sharing social network data for social science research and business analysis.
Recently, researchers have developed privacy models similar to k-anonymity to prevent node re-identification through
structure information. The label-node relationship is not well protected by pure structure methods. Furthermore,
existing approaches, which rely on edge editing or node clustering, may significantly alter key graph properties. Each
user can pick out the features of his own profile he wishes to hide. In this report, we simulate the users as nodes and
the feature as labels in the social networks which are modeled as a graph .Labels in the graph are treated as sensitive
or non-sensitive. We treat node labels both as background knowledge an adversary may possess, and as sensitive
information that has to be protected. We present privacy protection algorithms that allow for graph data to be
published in a form such that an adversary who possesses information about a node's neighbourhood cannot safely
infer its identity and its sensitive labels. To this aim, the algorithms transform the original graph into a graph in
which nodes are sufficiently indistinguishable. The original graph structure and its properties are also evaluated to
find which extent the algorithms preserve privacy. We also demonstrated that the solution we proposed is effective,
efficient and scalable than those in anterior research.
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I.
INTRODUCTION
The data published in the social networks need to be protected since there is a threat to the sensitive information
about users. In social network link Facebook, twitter & many other public network sites uses sensitive information about
users like Name, Age, Mobile Number, Email ID, Sex and other information which should be protected. The privacy
protection scheme which we proposed prevents the revelation of identities of both users and some selected features in
their profiles. Each user can pick out the features of his own profile he wishes to hide. The previous models are only
concerned with link revelation and identity of users. The challenge is to devise methods to publish social network data in
a form that affords utility without compromising privacy. Previous research has proposed various privacy models with
the corresponding protection mechanisms that prevent both inadvertent private information leakage and attacks by
malicious adversaries.
We refer to these details and messages as features in the user's profile. We propose a privacy protection scheme
that not only prevents the disclosure of identity of users but also the disclosure of selected features in users' profiles. An
individual user can select which features of her profile she wishes to conceal. The social networks are modelled as graphs
in which users are nodes and features are labels 1. Labels are denoted either as sensitive or as non-sensitive. Figure 1 is a
labelled graph representing a small subset of such a social network. Each node in the graph represents a user, and the
edge between two nodes represents the fact that the two persons are friends. Labels annotated to the nodes show the
locations of users. Each letter represents a city name as a label for each node. Some individuals do not mind their
residence being known by the others, but some do, for various reasons. In such case, the privacy of their labels should be
protected at data release. Therefore the locations are either sensitive (labels are in red italic in Figure1) or non-sensitive.
The privacy issue arises from the disclosure of sensitive labels. One might suggest that such labels should be
simply deleted. Still, such a solution would present an incomplete view of the network and may hide interesting statistical
information that does not threaten privacy. A more sophisticated approach consists in releasing information about
sensitive labels, while ensuring that the identities of users are protected from privacy threats. We consider such threats as
neighbourhood attack, in which an adversary sends out sensitive information based on prior knowledge of the number of
neighbours of a target node and the labels of these neighbours. In the example, if an adversary knows that a user has three
friends and that these friends are in A (Anil), B (Bhavani) and C (Chandu), respectively, then she can infer that the user
is in H (Honey).
We present privacy protection algorithms that allow for graph data to be published in a form such that an
adversary cannot safely infer the identity and sensitive labels of users. We consider the case in which the adversary
possesses both structural knowledge and label information.
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Fig. 1. Labeled graph showing a social network distribution of data
The algorithms that we propose transform the original graph into a graph in which any node with a sensitive
label is indistinguishable from at least l-1 other nodes. The probability to infer that any node has a certain sensitive label
(we call such nodes sensitive nodes) is no larger than 1/l. For this purpose we design l-diversity-like model, where we
treat node labels as both part of an adversary's background knowledge and as sensitive information that has to be
protected.
The algorithms are designed to provide privacy protection while losing as little information and while preserving as
much utility as possible. In view of the trade-off between data privacy and utility [16], we evaluate empirically the extent
to which the algorithms preserve the original graph's structure and properties such as density, degree distribution and
clustering coefficient. We show that our solution is effective, efficient and scalable while offering stronger privacy
guarantees than those in previous research, and that our algorithms scale well as data size grows.
II.
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III. CONCLUSIONS
The personal data published in the social networks is protected and investigated in this paper. We investigated
the protection of private label information in social network data publication. Graphs are rich label information, which
are categorized to be either sensitive or non-sensitive. We assume that adversaries possess prior knowledge about a
node's degree and the labels of its neighbours, and can use that to infer the sensitive labels of targets. To infer the
sensitive labels of targets the rivals use the prior knowledge about node’s degree and labels of its neighbours. Both rivals
background knowledge and sensitive information of node labels take part in attaining privacy while publishing the data
through our model. We accompany our model with algorithms that transform a network graph before publication, so as to
limit adversaries' confidence about sensitive label data. We guaranteed a clear privacy with experiments on real and
synthetic data sets which bear out the scalability, effectiveness and efficiency. In our approach we also maintain critical
graph properties to provide guaranteed privacy.
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